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ABSTRACT 
In Indonesia, Cryptocurrency, on the one hand, is not recognized as a legal tender, so it does not 
have a legal umbrella, and the risk of its use is borne by the user himself. On the other hand, 
cryptocurrencies are included in the list of commodities that can be used as the subject of Futures 
Contracts traded on the Futures Exchange because, from their use, it is expected to make a 
positive contribution to futures trading in Indonesia. These two contradictory things of 
cryptocurrency regulation are then faced with a phenomenon called cryptocurrency-based TPPU. 
This study uses a descriptive method combined with a qualitative approach. The data in this study 
is primary data sourced from the results of interviews and data from the Metro Jaya Police, and 
the secondary data used to support the research is literature in the form of books, research 
journals and online scientific journal data. The data that has been collected is analyzed by data 
reduction methods and triangulation techniques. The location of the research is the Metro Jaya 
Police and the University of Indonesia Library. From this study, it is known that in Indonesia, there 
are no special rules governing this cryptocurrency-based anti-corruption, and there has been no 
cooperation between law enforcement for its prevention. 
Keywords: Money Laundering, Cryptocurrency, Crimes. 
  

 

INTRODUCTION 

The use of cryptocurrencies, which is currently increasing rapidly, has brought a significant 

impact on the global financial landscape (Azarenkova et al., 2018; Jacobs, 2018; Rejeb et al., 

2021). Bitcoin, Ethereum, Altcoin, and various other types of cryptocurrencies, have attracted 

the interest of market participants, investors, and business actors around the world, including in 

Indonesia, because of their unique characteristics, such as being present in digital form, 

applicable equally in every country, encrypted, decentralized, and many more. 

However, the sustainability and popularity of cryptocurrencies also bring new challenges 

related to financial security and public order (Fadeyi et al., 2019; Giungato et al., 2017; Kethineni 
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& Cao, 2020; Vaz & Brown, 2020). One main issue that needs to be mitigated is the risk of 

cryptocurrency-based Money Laundering Crimes (hereinafter abbreviated as TPPU). 

As is well known, currently the practice of TPPU has penetrated various aspects along with 

the development of technology. Perpetrators of TPPU can easily access advanced technology and 

store or send the proceeds of the original crime to various platforms, including cryptocurrencies. 

Cryptocurrencies' characteristics, such as relative anonymity and decentralization, create 

opportunities for TPPU perpetrators to operate in the shadows, avoiding effective detection. This 

factor is further complicated by the fact that cryptocurrency users can have more than one 

account and execute transactions in different places and times simultaneously and without 

constraints. 

The 2023 Directorate of Criminal Investigation report of the Metro Jaya Police, as shown in 

the image above, shows that the number of cryptocurrency-based TPPU cases on wealth 

resulting from online fraud, hacking, ransomware and malware occurred throughout 2023. Based 

on the data presented, there are 40 police reports related to cryptocurrency-based crimes with 

an estimated loss of Rp.200,000,000 (two hundred million Rupiah) per case, which, if 

accumulated in total, amounts to Rp.8,000,000,000 (eight billion Rupiah). 

An example of a cryptocurrency-based TPPU case that occurred was the server break-in of 

one of the payment system infrastructure providers, PT. ALTO Network. After that, funds in the 

form of cryptocurrency were transferred to 391 accounts with a total money turnover of 

Rp.24,500,000,000 (twenty-four billion five hundred million Rupiah). Unfortunately, the case has 

not yet found a bright spot. 

The characteristics of cryptocurrencies are juxtaposed with the equally unique character of 

TPPU, shaping it into a complex cybercrime (Borghi & Katos, 2021). This poses a challenge for law 

enforcement to identify the perpetrators, trace the transactions involved, and gather sufficient 

evidence. Therefore, the author is interested in examining the impact and prevention of 

cryptocurrency-based anti-trafficking in this paper. 

The topic of cryptocurrency-based TPPU in Indonesia has been studied by several authors 

or researchers, one of which is in a journal entitled "Cryptocurrency Legal Regulation and 

Prevention of Its Misuse in Indonesia" by Murti et al. (2024), which discusses cryptocurrencies in 

general and focuses on legal regulations in Indonesia if there is abuse. In this paper, the author 

looks at the perspective of law enforcement, which discusses the trend of cryptocurrency-based 

anti-corruption and its prevention efforts from the author's side as a law enforcer. 

 

RESEARCH METHODS  

This study uses a descriptive method combined with a qualitative approach (Kim et al., 

2017; Taguchi, 2018). The data in this study is primary data sourced from the results of interviews 

and data from the Metro Jaya Police, and the secondary data used to support the research is 
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literature in the form of books, research journals and online scientific journal data. The data that 

has been collected is analyzed using data reduction methods and triangulation techniques (Flick, 

2018; Leech & Onwuegbuzie, 2007; Namey et al., 2008). The location of the research is the Metro 

Jaya Police and the University of Indonesia Library. 

 

RESULTS AND DISCUSSION 

Cryptocurrency-Based TPPU 

Cryptocurrencies have succeeded in changing people's views of the long-standing 

monetary and financial system by eliminating trust in third parties in transactions and replacing 

these third parties with proofs or cryptographic systems. Thus, authorization by third parties such 

as banks or the state is no longer needed (decentralized). This aims to maintain the security and 

confidentiality of the data of parties who transact crypto. 

On the one hand, the characteristics of this cryptocurrency are an advantage for its users, 

but on the other hand, it creates a gap in the occurrence of TPPU. As explained earlier, TPPU is 

not a single criminal act but a follow-up criminal act (hidden or disguised wealth is the result of 

the original criminal act). In the context of TPPU, the confidentiality of data and the 

decentralization that is favored by cryptocurrencies can be used as a means to hide or disguise 

the origin, source, location, designation, transfer of rights, or actual ownership of wealth that it 

knows or should suspect is the result of the original criminal act.  

Divina (2021) the following are the stages of cryptocurrency-based TPPU with the example of 

Bitcoin: 
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Figure 1. Stages of Cryptocurrency-Based TPPU with Examples of Bitcoin Types 

 

1. Placement 

Perpetrators of criminal acts (e.g. corruptors, bribe recipients, drug dealers, and so on) use 

the wealth from their criminal acts (core crime) to buy cryptocurrency, namely Bitcoin, and 

place it in an account (or called a Wallet) at a cryptocurrency address. 

2. Layering 

The perpetrators move, distribute, disguise and hide the wealth of the original criminal act 

through a service that provides Bitcoin Mixers (mixing Bitcoin) with a certain discount so that 

the traces of the origin are faint. 

3. Integration 

The perpetrator converts Bitcoin into legal currency using the Bitcoin Exchange method 

through PayPal or Western Union platforms. This exchange process certainly passes the 

identity verification of the required source of funds because the currency (crypto) that is 

exchanged has entered the legitimate financial system. 

The following is a simple illustration of the stages of cryptocurrency-based TPPU: 
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Figure 2. Stages of Cryptocurrency-Based TPPU 

 

The absence of a trace link between the wealth of the crime's origin and the perpetrator's 

exchanged currency shows that cryptocurrency-based TPPU is a perfect TPPU. 

Cryptocurrency-based TPPU (or another term called cyber laundering) also meets the 

characteristics of cybercrime.  Sugiyono & Runturambi (2024), as found in the background paper 

for the workshop of the UN Congress X/2000 in Vienna, Austria, the term cybercrime is divided 

into two categories, namely: (a) cybercrime in a narrow sense is called computer crime which 

contains the meaning of all acts through electronic operations that target the security of 

computer systems and the data processed in them, and (b) cybercrime in a broad sense is called 

computer-related crime,  Any illegal act committed by means of computer systems or networks 

which includes crimes such as the expropriation of property, offering or distributing information 

through computer system networks. The characteristics of cybercrime owned by cryptocurrency-

based TPPU include the following: 

1. The modus operandi is information technology, and not everyone has qualified insights 

related to the cyber world. 

2. The perpetrator can be without identity and has no boundaries. 

3. The scope is global because it can be carried out transnationally across national borders (there 

are no restrictions on time and place), so it is difficult to ascertain the jurisdiction of state law 

that applies to the perpetrator. 

4. It is non-violent in the sense that the chaos caused by this crime in cyberspace cannot be seen 

directly like conventional criminal acts. 

5. The losses incurred include material (money) and immaterial losses (data confidentiality). 

Trends and Prevention of Cryptocurrency-Based Anti-Money Laundering 

As mentioned at the beginning of this article, there have been cryptocurrency-based TPPU 

cases in Indonesia, which are not only follow-up crimes from corruption cases but also scamming, 

ransomware, etc. Kerr et al. (2023) data from the crypto crime report found that there were 
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indications of money laundering through crypto assets; this amounted to USD.8.6 billion in 2022. 

This is equivalent to Rp.139 trillion globally. In addition to crypto assets, several instruments that 

are at risk of being used by TPPU actors include virtual assets, NFTs, market activities, electronic 

money, and artificial intelligence (AI) used to automate transactions. It is possible that this 

phenomenon will continue to increase in the future. 

This has not escaped the government's monitoring. President Joko Widodo urged his staff 

to build international cooperation, strengthen regulation and transparency, enforce the law 

indiscriminately and use important technology. 

From the regulatory side 

It has previously been explained that cryptocurrencies themselves, on the one hand, are 

not recognized as legal tenders, so they do not have a legal umbrella, and the risks of their use 

are borne by the user himself. On the other hand, cryptocurrencies are included in the list of 

commodities that can be used as the subject of Futures Contracts traded on the Futures Exchange 

because their use is expected to contribute positively to Indonesia's futures trading.  

The two contradictory things about cryptocurrency regulation are then faced with a 

phenomenon called cryptocurrency-based TPPU. Cryptocurrency is a commodity in the realm of 

the capital market, where wealth from criminal acts in the capital market is one of the core crimes 

of TPPU. Cryptocurrencies can also be seen as a mode of TPPU. However, there are no specific 

rules governing this cryptocurrency-based TPPU. Based on the search related to the provisions 

that regulate cryptocurrency-based anti-money laundering, Article 2 of Bappepti Regulation 

Number 6 of 2019 concerning the Implementation of Anti-Money Laundering and Prevention of 

Terrorism Financing Programs Related to the Implementation of Commodity Physical Markets on 

the Futures Stock Exchange, which regulates the implementation of Bappepti regulations related 

to the implementation of anti-money laundering programs apply mutatis mutandis to the 

implementation of the Futures Exchange,  Physical Commodity Traders and Physical Trading 

Intermediaries. 

Divina (2021) is different from other countries, such as the United States, which places 

virtual currencies such as cryptocurrencies as Money Service Business / MSB because their value 

replaces currency and also as a security, not just as a commodity. So, its activities are subject to 

anti-money laundering/AML provisions depending on what sector is involved in these activities 

(Azzahra et al., 2024). As an MSB, virtual currencies are subject to the provisions of the U.S. Bank 

Secretary Act/BSA, with the Financial Crimes Enforcement Network (FinCEN) as its enforcer. As a 

security, it is subject to the provisions of the Securities and Exchange Commission/SEC. As a 

commodity, it is subject to the provisions of the Commodity Futures Trading Commission/CFTC. 

Thus narrowing the gap for criminal acts related to virtual currency. In the context of TPPU, the 

legal basis used in the United States is 18 U.S. Code § 1956 and the Patriot Act of 2001, which 

complement the BSA to identify users whether they meet the Know Your Customer/KYC 
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procedures (which include the Customer Identification Program/CPI and Customer Due 

Diligence/CDD) requirements). 

In terms of law enforcement 

It is undisputable that cryptocurrency-based TPPU is a criminal act that is difficult to trace 

by law enforcement officials, so the perpetrators can freely use the wealth for legitimate and 

illegal activities. Therefore, the impact of cryptocurrency-based TPPU not only threatens the 

stability and integrity of the economic and financial systems but can also endanger the joints of 

society, nation, and state life. 

Meanwhile, in Indonesia, because there is no comprehensive regulation regarding 

cryptocurrency-based anti-corruption, there is no cooperation between law enforcement, for 

example, regarding anonymity investigations. 

Considering this, cooperation should be carried out between Bappepti, Bank Indonesia, and 

the Financial Services Authority (OJK) to reveal information disclosure between law enforcement 

so that it can prevent the occurrence of cryptocurrency-based anti-money laundering, as is the 

case with MSB in the United States carried out by FinCEN in collaboration with law enforcement. 

 

CONCLUSION 

Cryptocurrency-based money laundering (TPPU) represents an ideal method of money 

laundering due to the lack of traceable links between the original criminal act, the perpetrator, 

and the exchanged currency. In Indonesia, there are no specific regulations addressing 

cryptocurrency-based anti-corruption, and no collaborative efforts exist among law enforcement 

agencies to prevent it. To address this, it is suggested that legal instruments be developed to 

regulate cryptocurrency-based anti-money laundering, adhering to a risk-based approach as 

recommended by the Financial Action Task Force (FATF). Additionally, cooperation between 

Bappepti, Bank Indonesia, and the Financial Services Authority (OJK) is essential to ensure 

information disclosure among law enforcement agencies, thereby preventing cryptocurrency-

based anti-corruption.   
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